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IQVIA Al Governance and Privacy
Operations Reporting

The Value of Al PrivOps: Transparency and Insight

In today’s data-driven direct-to-consumer (DTC)
advertising landscape, especially within the sensitive
area of healthcare, privacy assurance and Al
accountability have become increasingly important.
IQVIA AI Governance and Privacy Operations (Al
PrivOps) provides a robust solution to Al-driven audience
modeling by illuminating privacy and security concerns.
Al PrivOps delivers continuous oversight of an audience
modeling platform designed around federated learning
and synthetic data generation, building trust through
transparency and proactive governance.

Al PrivOps provides businesses with continuous,
auditable evidence of responsible Al operations,
fostering trust and enabling rapid responses to evolving
regulatory demands. The governance framework aligns
Al use with policy requirements and expectations of
trustworthiness. The system ensures that Al and privacy
risks are tracked, addressed, and governed, without ever
needing to access raw data.

Al PrivOps is operationalized trust. It translates
principles into continuous monitoring, adaptive controls,
and dashboards that allow interested parties o verify
responsible and effective model behavior.

Analytical Insights: Performance and Feature Discovery

Al PrivOps provides both robust governance and creates analytical value. Performance curves and feature importance
offer insights for data scientists and marketers that could directly inform campaign strategies. For example, if a
consumer attribute linked to sports behavior appears as an important latent feature in audience modeling, this may
suggest that campaigns aligned with sports-related content could improve engagement. This kind of signal can

potentially guide creative strategy and targeting.

Beyond governance, Al PrivOps enhances operational agility, turning model transparency into tangible marketing
opportunities. The performance metrics reveal more than just the model’s accuracy, including:

How well does a model
distinguish relevant
audiences?

Is the model overly
tailored to a specific (AR =
audience size?

:,;O Where may it succeed
or fail across population
segments?

Al PrivOps therefore acts as a dual-purpose layer: enabling governance and fostering discovery.



Demystifying AI PrivOps Metrics

Al PrivOps captures several key metrics that help data
scientists, governance experts, and brand marketers
monitor model behavior, without exposing sensitive data.
To provide clarity into Al security and inform privacy, Al
PrivOps continuously monitors risk metrics including:

Reconstruction Risk Model Inversion Risk

Measures the likelihood
of reversing synthetic
data back to original
attributes. While
reconstruction risk is
continuously tracked,
low values provide
strong assurance that
the underlying data
remains secure.

Evaluates the potential
for the outputs

from the audience
model to be reversed
and reveal original
attributes. Similar to
reconstruction risk, this
focuses on the model
outputs rather than the
underlying data.

In our pipeline, the risks are vanishingly low and
monitored continuously to detect any future drift or
failure. These Al-security metrics provide assurances
against misuse and unintentional leaks of protected
information across segregated environments, which
also prevent re-identification given the negligible risk of
model inversion and reconstruction.

Audience Quality That Scales

IQVIA Digital's audience modeling stands out because it is
built for scale, transparency, and trust. By using advanced
metrics and continuous governance, IQVIA Digital delivers
audiences that are both high-performing and privacy-
assured, giving clients confidence in the quality and integrity
of their campaigns.

Key differentiators:

Performance-Based Audience Selection:
IQVIA selects consumer audiences based on
performance curves (lift), not by simply adding
random individuals or look-a-likes. This ensures
that every audience segment is chosen for

its proven effectiveness, not just for size or
superficial similarity.

Holistic Metrics Beyond AQ: Rather than
report AQ as a single point metric (e.g., top
1% precision/prevalence), IQVIA Digital

uses comprehensive metrics like Lift Curves
and ROC Curves. These show how well the
model performs across all audience sizes and
thresholds, not just at isolated points.

Scalable, Reliable Audiences: IQVIA Digital’s
approach ensures that audience quality

and campaign lift remain robust even as

the audience size scales up. This avoids the
common pitfall where AQ drops off sharply as
more people are included.

The Al PrivOps report has complementary performance evaluations that can also inform on misuses:

Lift Curve: Illustrates how
effectively the model predicts target
audiences compared to random
selection, providing intuitive
insights into campaign efficiency at
different audience scales. A good
model should be curved near the
estimated audience size.

Receiver Operating Characteristic
(ROC) Curve: Depicts the model’s
accuracy in distinguishing between
relevant and non-relevant audiences
across all thresholds. Like lift,

it can highlight potential issues
where models might perform well

at isolated points (e.g., top 1%) but
poorly across broader populations.

Relative Importance of Latent
Features: Reveals the importance of
hidden source attributes derived from
synthetic trends, helping analysts
understand which attributes strongly
influence audience predictions.

These insights can potentially inform
strategic advertising decisions and
content alignment.

Together, these metrics form a comprehensive view of audience model health, ensuring responsible Al use without

sacrificing analytical value.

Preventing Metric Gaming: Why
Performance Metrics Matter

A common pitfall in model evaluation is focusing only on a
single metric like Audience Quality (AQ), which calculates
precision divided by prevalence at a specific threshold
(e.g., top 1%). But models can be tuned to look good at
that one spot while failing everywhere else.

That's why AI PrivOps includes Lift and ROC curves. These
metrics offer a much clearer picture of model robustness

across different thresholds, helping ensure that
targeting strategies don't rely on narrow or misleading
performance measures. They also build confidence that
models will generalize well when deployed at scale.

By examining model performance holistically, businesses
can avoid pitfalls associated with narrowly optimized
evaluations, ensuring the robustness and reliability of
audience modeling. The transparency provided by these
broader metrics facilitate more reliable and strategic
decision-making.



Continuous Governance and
Future Evolution

The AI PrivOps system includes a governance intake
process that ensures models and audiences are
documented, reviewed, and risk tiered. Over time, these
reviews will help identify areas where risks may be higher
due to data quality, uniqueness, or targeting practices.

Al PrivOps is a working foundation for operational
assurance and analytical insight in privacy-sensitive
modeling. Looking forward, Al PrivOps will expand
further, establishing precise thresholds for automated
alerts, improving root-cause diagnostics, and developing
closer integrations with governance reviews. These
enhancements will strengthen its role as a foundational
governance framework capable of adapting to new Al
security and privacy challenges.
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Al PrivOps delivers essential Al governance while
simultaneously heightening analytical insights and
strategic decision-making. AI PrivOps provides a clear
pathway to operational excellence, regulatory alignment,
and customer trust in Al-driven audience modeling.

IQVIA Applied Al Science designed and developed the IQVIA Synthetic Trends Engine that is used in IQVIA
Digital's consumer audience modeling. The Synthetic Trends Engine can be used in a standalone data
cleanroom or in a federated learning approach, for a variety of health and wellness applications that require
robust implementation of privacy and security measures against emerging Al threats. IQVIA Applied Al
Science is a leader in developing advanced Al methods and platforms, powered by Privacy Analytics for third

party assessments and privacy operations monitoring.

Learn how our practices ensure that IQVIA Digital Consumer Audiences can help achieve your consumer
campaign objectives ethically and responsibly. Contact us today.

About IQVIA Digital

IQVIA Digital powers exceptional brand experiences, delivering innovative solutions based on a customer-first,

insights-driven, and integrated omnichannel vision. We provide authenticated, enhanced data and analytics,
innovative fit-for-purpose healthcare technology, and the expertise to enable an effective and adaptable marketing
model that drives better quality of care and patient outcomes. IQVIA is the leading global provider of data,

advanced analytics, technology solutions and clinical research services for the life sciences industry.

Learn more at www.iqviadigital.com.
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